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In this edition, we look at the question
of reputational risk. As an intangible
asset, reputation is sometimes difficult to
quantify, leading to less than satisfactory
attempts to manage and protect it. At
the same time, the explosion in instant
connectivity through the internet and
social media makes proactive, real-time
management of reputation more urgent.
Companies who get ahead of this curve,
who work proactively on their reputation
management, who  engage more
broadly and openly with stakeholders,
who anticipate trends and who take a
risk management - rather than crisis
management - approach are most likely
not just to protect value, but to create
value from their brands and reputations.
The following articles discuss these issues
in more detail.
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JUST HOW
AFRAID ARE WE
OF REPUTATION

RISK? ————————



In a volatile global marketplace, where the
world never closes its eyes, reputation is seen
as a key source of competitive advantage, and
trust & confidence are now understood to be
key business drivers. A company’s reputation
reflects the degree of trust in the company.

But what really is a reputation? Some say it
is something very subjective and elusive.
Some argue that it is not readily defined.
Nevertheless, every time a company sells
a product, provides a service, enters into
a contract, builds a new facility, invests
in research or technology, or enters into
litigation, it is making decisions that define
its reputation. It is an intangible asset. While
it exists primarily in the minds of customers,
shareholders and the public, it can have a
profound impact on the balance sheet and
economic profit of companies.

In this volatile business environment,
companies are getting more and more
worried about building and maintaining their
reputation. But how crucial and important is
reputation to long-term business success?

Arecent study by Deloitte and Forbes Insights
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revealed just that.

In this annual Global Survey on Reputation
Risk, more than 300 global executives
shared their opinions and views on the
importance of a good reputation risk
management process.

One of the main important things
revealed in the study is that the majority
of the companies surveyed were generally
confident about the strength of their
reputation.  However, most of them
acknowledged that unexpected risks
may emerge and destroy their decades-
built reputations, especially with today’s
24/7 media and constant public scrutiny.
Despite this fairly high confidence, only 19%
of all companies considered themselves to
have a very good ability to manage their
reputation risk.

The companies surveyed were least
confident when dealing with something
beyond their control, for instance risks
generated from third-party contractors
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(47% of those surveyed identified this),
attacks as part of competition (44%) as well
as catastrophic events (44%). The study
also revealed that the primary drivers of
reputation risk were: issues related to ethics
and integrity such as fraud, bribery and
corruption; security risk; and product and
service risks.

In short everyone is worried about reputation
risk. But why? Of the primary reasons cited for
concern, revenue and brand value loss were
the top two reputation risk events impacts.

The survey also revealed that many
companies are starting to improve their
ability to manage their own reputation,
by allocating more investment to related
technologies such as analytics software,
brand monitoring tools, and also crisis
management planning.

But how prepared are companies in facing
reputation risk? Some companies, such
as SAP have proactively engaged different
functions, internally and externally, to
ensure that they are able to identify
any potential events that may impact
their reputation as early as possible, by
embedding risk awareness at all levels of
the company.

Companies simply cannot afford to find
out about new risks at the time that they
arise. They need to know beforehand.
When we discover that something
happened the same day, then it is too late
for us to manage. New technologies play a
very important part here. With rising tools
with analytics and monitoring functions,
companies can start proactively to manage
their reputational on a real-time basis.
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SNAPSHOT

In the 2002 World Cup, South
Korea’s great World Cup run was
overshadowed by a controversy with
the referees. After their controversial
win against Italy in the Round

of 16, South Korea also won yet
another controversial match in the
quarter final against Spain. Shortly
afterwards, both referees were
forced to retire due to match-

fixing and allegations of receiving

a new car for helping South

Korea to advance.

In another case, a letter implicating
leading South African officials in
a $10m payment scandal is at
the heart of an FBI investigation
into alleged FIFA corruption.
The December 2007 letter,
from the World Cup 2010
organizer Danny Jordaan to
FIFA general-secretary Jerome
Valcke, appears to support

the allegation that the South
African government agreed
to the payment. It is alleged
that the payment was a
bribe given to secure South
Africa’s bid to host the
World Cup.
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Moving on to the 2006 World
Cup, there was another scandal
involving FIFA. The Dutch
newspaper Die Zeit claimed that
the German government allegedly
sent Saudi Arabia a shipment of
rocket-propelled grenades so

that they would support their ‘06
World Cup bid. The newspaper
alleged that as the result, Germany
beat South Africa 12-11 in the final
round of voting.

It doesn't stop there. Ray Whelan,
executive consultant of Match
Services - a subsidiary of the
company that provides hospitality
services for FIFA - was arrested
following an accusation of
allegedly selling VIP World Cup
2014 tickets at inflated prices. As a
consequence, FIFA president Sepp
Blatter faced damaging questions
about the relationship between
FIFA and the provider.



WHAT'S
TRENDING

RISING
CHALLENGES IN
REPUTA&IIOSN

By Ashley Wong
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For any large company, consumer opinion
is important and must be a priority. When
it comes to a crisis, companies will not

get any benefit if the public sees their bad
side. An example is the crisis of the Amtrak
train derailment in Philadelphia, USA, in
May 2015. In the midst of confusion about
the facts surrounding the incident, the U.S.
passenger rail company was being both
attacked and defended by people who

had formed their opinions without full
knowledge. Amtrak's communication team
faced a difficult task to determine how
much the crash had damaged the company’s
reputation and how they could restore it.

Following this event, the Reputation
Institute completed a series of focus groups
about the factors driving reputational risk
management for Amtrak until 2020. Based
on the discussions, Cees Van Riel, co-
founder and vice-chairman of Reputation
Institute, reported the ten key issues that
drive reputation management:

1. Authenticity comes first and becomes a
priority.

Companies should develop and commit to
an authentic narrative based on their main
objective. The most important thing is to
make sure stakeholders identify with and
buy into the company’s message.

2. The revolution of big data will have
consequences.

The development of information technology
will integrate reputation data into all
enterprise data such as social trends, market
research, etc. Communications departments
need to understand and be able to act on it.

3. Reputation management will be a long-
term act.

Companies that are thinking about the long-
term Key Performance Indicators usually
carry out better decisions and results,
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compared to the ones that are focusing on
short-term indicators. It is what the World
Bank research shows.

4. Chief Communication Officer will lead
reputation management.

Even though CEO has the final responsibility
for the company’s reputation, CCO has also
important role in this matter. To achieve
their goals, CEO and CCO have to build their
business and leadership abilities as soon as
possible.

5. Employees will be the reputation
ambassador for companies.

The Reputation Institute predicted that

by 2020 prospective employees will have
choice of places to work. Thus, they will
reflect the company’s reputation wherever
they are.

6. Reputation management will increase
the value of the business.

In the future, reputation managers will have
to know that the power of reputation is

needed to improve the performance of a
company.

7.Stakeholders will increase in numbers
and influence.

In a global and interconnected world,
companies will no longer be able to

focus on the few groups—employees,
shareholders, regulators, and customers.
Stakeholder landscape will be more
complex and require proactive focus.

8. Personalized messaging will become
the trend.

Since traditional advertising will be less
effective, companies will need to know
where critical conversation about them
is taking place, and where to step in with
personalized messaging.

9. Individual companies will be affected
by industry reputations.

Companies will have to pay more
attention to the consequences of industry
reputation and understand that it is the
result of decades of messaging.

10. Social relevance help is needed to
make companies stands out.

The most crucial reputation driver will

be the coverage to which a company

can show the value of its products and
services for a large group of stakeholders.
It is not about the function of the product,
but what it can do for individuals and
society.

Comprehending and responding to
these trends will help companies build a
strong reputation to respond to shifting
consumer views in time of crisis. Surely,
reputation management needs time

to grow strong. However, the sooner
companies implement it the better.






Reputation is a matter of perception. By
understanding this, a company can effectively
manage reputational risk through its risk
management effort. Three things can determine
the extent to which a company is exposed to
reputational risk: a reputation that does not fit
with the company’s true character; the change
of expectations and external beliefs; and the
quality of internal coordination. These three
things create perception gaps which are likely to
become a reputational risk for the company.

The actual behavior or character of a company
is distinct from its reputation. The gap between
actual behavior and reputation can be a gap that
poses a substantial risk, especially when the
underlying reality is worse than the reputation.
In the end, company’s reputation will decline
when it fails to live up to its billing.

To bridge the gaps between reputation and
reality, there are two options available for the
company: improving its ability to meet the
expectations; or promising less, to reduce
expectations. Unfortunately, managers often
choose short-term manipulations. Accounting
fraud and restatements of results are often
the result of reputation-reality gaps regarding
financial performance.

Companies sometimes do not get full credit for
meeting their various stakeholders’ expectations.
Inaccurate media reporting or unfair attacks
from particular interest groups can often cause
this. It can also happen when a company’s
reputation has been damaged by a problem and
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they the company unable to convince the
stakeholders that the progress to address the
problem is real.

While such things can be stressful situations
for companies’ executives, they have the
obligation to drive value creation for
shareholders through closing reputation-
reality gaps.

Other reputational risk drivers are

changes to the beliefs and expectations
among stakeholders. Risks increase when
reputation-reality gaps widen due to shifting
expectations.

The reputation of a company that adheres
to old and outdated standards of behavior
can be easily be threatened by changes

to expectations in their environment.
Stakeholders’ expectations can shift quickly
due to a change in the company’s policies
or behavior. At other times, latent concerns
can burst to the surface triggered by some
particular events. The case of the drug

manufacturer Merck is a good example.
Many people wondered whether the
potential of the drug Vioxx to cause
heart attack and strokes had been fully
disclosed by Merck. The controversy has
raised patients  and doctors’ expectations
that drug companies should disclose
more detailed results and analyses of
clinical trials.

Complaints often respond negatively to
this sort of criticism, sometimes claiming
the rules have changed. Nevertheless,
companies must pay attention to the
signs of stakeholders’ changing beliefs
and expectations. Moreover, how much
attitudes can vary by region or country

is sometimes often underestimated by
companies.



Bad coordination of the decisions made

by different business units and functions

of a company is another major source of
reputational risk. A company’s reputation
can suffer if one unit creates an expectation
that another unit fails to meet. A company’s
reputation can also be put at risk by the
timing of unrelated decisions which may
cause stakeholder groups to jump to a
negative conclusion.

A company’s ability to identify changing
beliefs and expectations can also be
inhibited by poor internal coordination. In
most sophisticated companies, individual
functional groups are actively trying to
manage various stakeholders’ expectations.
However, often these functional groups fail
to share information and coordinate their
plans together.

It is the responsibility of the CEO to assign
the responsibility for coordination in the
company. A survey by the Economist
Intelligence Units in 2005 revealed a
shocking result. The survey asked 269

executives about who had the major
responsibility for managing risk in their
companies, and 84% of the respondents
pointed their fingers at "the CEO". This
means that because of CEO is responsible
for everything, and then he or she is

also responsible for reputational risk.
However, in reality the ongoing process
of coordinating all the activities that affect
reputational risk cannot be managed by
the CEO alone.



“Certified professionals completing
the ERMA program will have the
knowledge and capability of guiding

their organization in the development
and implementation of important risk
management policies and practices.”

Tim Corbett
SmartRisk President & ERMA Board Member (USA)

“We provide access to ideas and insights from many of the world’s
thought-leaders in the field of risk management, providing those
who graduate with an important advantage in an employment market
which increasingly values an ability to combine the subject of risk
management with innovation and strategic thinking.”
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to cyber security, a gap between new attack
vectors and our ability to defend ourselves
is always there. Moreover, the more our
world becomes more connected through
the internet, the closer we are to a point
where a devastating damage occurs before
we can even mount our defensive line.
What is more, cyber security investment
focuses only on the defensive aspect of
the first front layer in cyber security, thus
leaving human weakness—the second
front—exposed.
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It is true that humans as the second front
is the bigger issue than technological
solutions. This is due to the fact that
humans ultimately control the systems,
and unfortunately, human can be weak.
As long as sites are vulnerable to cyber
attack, we are also vulnerable to it. That is
the reason why recently there has been a
small but growing minority that is trying
to improve this weakness. They call for
openness and a post-embarrassment
world. In the Ashley Madison case, the
hackers insisted Avid Life Media shut
down their sites if the company did not
want the hacked accounts made public.
Fortunately, companies do dare to stand
up and against the hackers; they are
improving their cyber security so that no
further breach occurs in the future.

Defending ourselves from cyber terrorism
needs collaboration from all fronts.
Investing in countermeasures must

be continued, along with the ability to
recognize that personal privacy concepts
put many people at risk. Understanding
both aspects help us to be more aware
and cautious. The expected result is, there
will be no other Ashley Madison case that
poses the same threat—or even greater
threat—than what we already face today:.






THE OTHER
SIDE OF
REPUTATION
RISK —
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In the age of the Internet, people can easily
grab almost any information they want. So
much publicly available information has the
ability to influence perception, thus creating
what we called "reputation”. As an individual
or group, reputation is very important.
While it was not that easy to hurt one’s
reputation decades ago, internet access
today allows anyone to mess with your
reputation, anytime. In the business context,
a bad reputation can harm companies’
business. Therefore, an online reputational
risk management is needed to shield their
online reputation.

Nowadays, it is extremely easy for a

person to say whatever they want about a
company on the internet. Companies should
determine two things to avoid this potential
ruining their online reputation. First, from
the moment when a company reads or sees
what others have written, it should find out
whether the what has been said is accurate
or not. If yes, the company should use the
criticism for its own advantage. For example,
if it is a negative feedback, the company

can turn it into something positive instead.
Second, the company will have to determine
whether to respond or not, and how they
wish to respond. This decision will further
affect the company’s online reputation, so it
needs to be based on good judgment.

Whether it is positive or negative, online
feedback surely can be of great. Negative

feedback, for example, can give
companies valuable information to
improve their business. This can often
be more useful than positive feedback.
However, such criticism can also be
extremely damaging for a company’s
reputation. This is possible since the
companies interact with so many people
online, that they may post anything about
them. People, including clients, can see
this material like an open book. It is very
possible that one of their clients sees
negative feedback in the worst possible
way.

Fortunately, there are some things that the
companies can do to protect their online
reputation. First, companies have to make
sure that their business receives much
more positive feedback than the negative
ones. A good reputation comes from

how positive people see their business
over time. Second, companies have to
gain control over what people find in the
internet when they search for them—what
they do and what they comes up with—in
the search engine result pages.

1. Create full profiles on the popular social
media channels. Profiles are capable

of increasing the companies’ chance to
rank higher on the search engine result
pages. Full profiles on Facebook, LinkedIn,
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Twitter, Pinterest, Google Plus, YouTube,
and even Foursquare will drive people’s
attention. They have to make sure that the
profiles are interesting for others to read.

2. Create and leverage links for guest posting
on other people’s website. Links are very
important to generate solid traffic to the
companies websites. The number of clients
they can possibly get is higher with more
traffic. In most cases, the place where the
companies are guest posting will not have
any objection to their putting links.

3. Generate numerous online reviews.
Reviews are great to influence people

who read them. Companies can try to ask
for reviews to anyone who come to their
website or do some business with them.
The chance of positive reviews are high
actually. Nevertheless, if they get negative
reviews, it is better to respond them with
appropriate manner, so that people will see
the company as highly credible.

Online reputation is clearly something
precious that companies must defend,
protect, and shield for the sake of their
business. Respond appropriately to those
who give negative feedback and it will make
others see the company positively. Not

only that, the chance is high that they will
respect the company and stand up for what
they represent and believe in. In fact, if a
company keeps in touch with people online
regularly via social media, it is unlikely that
they will post negative feedback. This is

one of good reputational risk management
strategy through social media.
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Taylor Swift published an open letter to Apple and
its CEO, Tim Cook, due to Apple’s decision not to
pay artists during the free trial of Apple Music. She
felt it would be highly unfair until Apple finally
changed its mind and agreed to pay all the artists
during the free trial period. However, Swift's
Apple-shaming has done a wonderful thing for
Apple’s publicity since there are millions more
potential users that became more aware of the
Apple Music service, instead of being a disaster
for the brand. Swift had a win-win scenario for
herself, Apple, and all artists.

Instagram banned the tag #curvy from being m

searched by its users since the photo-sharing
app sensed that the hashtag was related to porn
material. The ban has resulted in users’ furious
complaints since they insisted that the hashtag
is used for promoting their healthy figures

and body positivity. Instagram finally agreed
with the users and lifted its ban after the users
used #curvee and #bringcurvyback as protest.
However, the new #curvy is not the same as

it used to be; Instagram is limiting pictures to
prevent users from posting pornography.

SONY

Sony Picture Entertainment’s devastating hack in
2014 has resulted in Sony’s proactive responses

to overcome the attack. The hack has been

linked to North Korea because of Sony’s fictional
movie production, The Interview, a movie about
assassination attempts against North Korean leader
Kim Jong Un. Despite the fallout, Sony still earned

a US$20 million income from the movie and made
a profit last quarter. Sony willingly spent US$15
million in order to deal with the cyber-attack.
Sony hired an independent security contractor

named FireEye to assess the damage and help



HOW

COMPANIES

ARE SEEING

THEIR

EMPLOYEES

AS SOURGE
OF RISK



Social media is everywhere nowadays. People
can access it from their home, school, public
space, even from within their office. Yes,
sometimes the employees sneak in to open
check their Facebook or Twitter feeds every
now and then. Should the companies care?
And why?

Companies need to keep track of what their
employees are posting and tweeting about.
Most importantly, they have to monitor the
issues that are related to the workplace,
because employees do not always post
something ‘good” about their company. We
have seen cases where employees were kicked
out of the company due to their inappropriate
posts. However, it is just a temporary solution
and does not clearly benefit company’s
reputation in the future. Therefore, to avoid
unfortunate events related to employees and
their social media activities, a company must
set a policy that exclusively covers the usage of
social media by the employees and its relation
to them. These social media policies from
several reputable companies can be great
examples.
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S 0 c I A l Adidas’ Social

Media Policy:

1. Employees are allowed to associate themselves with the company
when posting but they must clearly brand their online posts as
personal and purely their own. The company should not be held liable

for any repercussions the employees’ content may generate.

2. Content pertaining to sensitive company information (particularly
those found within Adidas internal networks) should not be shared
to the outside online community. Divulging information like the
company's design plans, internal operations and legal matters are

prohibited.
3. Proper copyright and reference laws should be observed by employees
when posting online.

HP'’s Blogging Code of Conduct:

1. HP promotes healthy and honest discourse with its

readers.
2. The company reserves the right to edit or amend any
, misleading or inaccurate content depicted in blog
posts. The company also reserves the right to delete

blog posts violating the code of conduct.

3. HP values, respects, and upholds the intellectual
property rights of its bloggers.

GAP'’s guidelines and
decorum in social media:

. "Some subjects can invite a flame war. Be careful discussing things where emotions
run high (e.g. politics and religion) and show respect for others’ opinions.

. "Your job comes first. Unless you are an authorized Social Media Manager, don't let
social media affect your job performance.

. 'If you #!%#@# up? Correct it immediately and be clear about what you've done to fix
it. Contact the social media team if it's a real doozy"

. "Don' even think about it.... Talking about financial information, sales trends,
strategies, forecasts, legal issues, future promotional activities. Giving out personal
information about customers or employees. Posting confidential or non-public
information. Responding to an offensive or negative post by a customer. There's no
winner in that game.”’



HOW UNDERSTANDING
DIGITAL CONSERVATION
CAN HELP STRENGHTEN OUR
REPUTATION
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1. Social Mention

Social Mention is a tool that allows the user

to track mentions for keywords. Based on the
keywords the user picks, he or she will receive
pre-defined video, blogs, Q&A, hash tags and even
podcasts. It also indicates if mentions are positive,
negative, or neutral.

2. Trackur

Trackur is an online monitoring tool that allows
the user to track a wide range of keywords across
the internet and social monitoring. It also enables
the user to track the influence of the content
creators around their brand.

3. Google Alert

Google Alert is a notification tool. The tool sends
emails to the user when it finds new results such
as web pages, newspaper articles, or blogs that
match the user's search term.

4. Meltwater

An advanced tool for sentiment tracking.
Meltwater uses low-level crowdsourcing to track
and analyze irony and sarcasm in a post.

5. Topsy

Topsy is a tool that allows the user to track
keywords specifically on twitter. The tool

will show links, tweets, hashtags, videos, and
influencers on Twitter. It also shows sentiments on
each keyword that the user search.

DIGITAL
CONSERVATION &
LISTENING TOOLS












SNAPSHOT

THE
FALLEN
STARS
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Bi1ll Cosby

Bill Cosby has been accused of sexual abuse of 16 women, and 12 of them
claimed to be drugged. The sexual assault allegations covered issued
wide-ranging period dating back decades. As a consequence, Cosby was
stripped of his professorship at Spelman College, and Disney removed
his bronze statue displayed in Disney’s Hollywood Studio shortly after
the revelation. It doesn't stop there, as millions of his fans turned their
back, NBC pulled his latest project. Cosby Show reruns have been halted,
and Netflix “postponed” their working relationship. Now, he must be
responsible for what he has done even though he continues to deny all of
the sexual allegations against him.

Tiger Woods

Tiger Woods mistress scandal in 2009 apparently gave damaged his
career. It was all started with a nightclub hostess named Rachel Uchitel
who blew up the scandal to the media. And by Dec. 11, 2009, two weeks
after the blow up, it was revealed that there were up to 14 mistresses in
total. His big sponsors such as EA, Nike, and PepsiCo are reported to have
suffered significant losses due to the Woods scandal: some quote figures
of losses up to US$12 billion; just in 10-15 trading days the sponsors

lost more than 2% of market value. Thus, the scandal sent a negative
market-wide signal about the reputation risk associated with celebrity
endorsements.












Reputation-reality gap

Objectively assess
reputation versus reality

Examine the gap between the
company's reputation and
actual performance; make
necessary improvements

Strong and sustainable reputation

Changing beliefs and
expectations

Assess and accept
impact of changing
expectations

Know that stakeholders’
changing expectations will
affect reputation even if they
seem unreasonable at the
time

Weak internal
coordination

Explicity focus on
reputational risk

Recognize that this is a
distinct kind of risk and
manage it in a proactive

and coordinated maner.
Assign one person the task of
managing reputational risk







